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PSAUX,
An Incorrect C3RB3R,
CVE-2024-51378 CyberPanel Default Permissions | Yes (Yes) | Yes Helldown.a | Unknown
vulnerability nd Babuk
Ransomwar
e)
This
vulnerabil
Microsoft EZ could
Windows Heap-based buffer leveraged
CVE-2024-49138 Common Log overflow Yes (Yes) | Yes Unknown Unknown .
File System vulnerability using
(CLFS) driver DDOS.
toolkits
and
rootkits.
Vulnerabilities
could  potentially
Exi:gggi:g;; Mitel MiCollab | allow unauthor'iz'ed Yes (Yes) | Yes Unknown Unknown
access to sensitive
files
An Authentication
Ivanti Cloud Bypass Using an
CVE-2024-11639 Services Alternate Path or | Yes (No) Yes Unknown Unknown
Application Channel
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Ivanti Cloud Command injection
CVE-2024-11772 Services in the admin web | Yes (No) Yes Unknown Unknown
Application console
Ivanti Cloud T
CVE-2024-11773 Services e Injection in the | Yes (No) Yes Unknown | Unknown
. admin web console
Application
It can be exploited
WordPress for attacks such as
CVE-2024-11972 Hunk Remote Code | No (No) No Unknown | Unknown
Companion Execution (RCE),
Plugin sQL Injection,

Cross-Site Scripting
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