PROMINENT VULNERABILITY LIST

Active Other
Affected Vulnerability Exploitation Patch Used in Used by Notable
Vulnerability Vendor/ Type/ (ch Availabl | Ransomware | state Activity
Product Component . e campaign actors Seen/
Available)
Reported
BeyondTrust
Privileged
Remote Access Command
CVE-2024-12356 Injection Yes(No) Yes Unknown Unknown
(PRA) and -
Vulnerability
Remote Support
(RS)
Echobot
.. | OS Command variant
CVE-2018-14933 NUL.JO NVRmini Injection Yes(No) No Unknown Unknown | Botnet
Devices . L
Vulnerability exploit this
CVE
.. | Missing
CVE-2022-23227 | NOUO NVRMIni |\ entication | Yes(No) No Unknown | Unknown
2 Devices -
Vulnerability
CVE-2019-11001 | Reolink Multiple Icr)fecc?i:rr\nand Yes(No) No Unknown Unknown
CVE-2021-40407 | IP Cameras ) .
Vulnerability
Path traversal Attacker
and leverage
CVE-2024-53677 | Apache Struts L Yes(No) Yes Unknown Unknown | this to
Authentication
bybass deploy
VP web shell
Fortinet's
CVE-2023-34990 | Wireless  LAN | Relative path No(No) Yes Unknown Unknown
Manager traversal issue
OpenWrt By injecting
CVE-2024-54143 | Attended commands Yes(No) Yes Unknown | Unknown
SysUpgrade and causing
Server hash collisions
Golang Authorization
CVE-2024-45337 | cryptography bypass Yes(Yes) Yes Unknown Unknown
library vulnerability




