CVE ACTIVELY EXPLOITED/ POC PUBLICLY AVAILABLE

. Used in
ABIE Ransomware
Vulnerabilit Affected Vendor/ Vulnerability Type/ | Exploitation | Patch campaian/State
y Product Component (POC Available A paig
. ctors
Available) ;
Campaign
Palo Alto Networks A Denial of Service
CVE-2024-3393 PAN-OS vulnerability Yes (No) Yes Unknown
Oracle WebLogic A Deserialization of
CVE-2020-2883 9 Untrusted Data Yes (Yes) Yes Unknown
Server o
vulnerability
CVE-2024-55550 | The Mitel MiCollab Path Traversal Yes (Yes) Yes Unknown
CVE-2024-41713 | VolIP Platform vulnerability
CVE-2024-49113 | \yindows Lightweight
(aka Directory Access An Out-of-bounds | . ¢ (Yes) | Yes Unknown
LDAPNightmare) Protocol (LDAP) Read vulnerability
CVE-2024-54152 Angular Expressions | Code Injection Yes (Yes) Yes Unknown

module in AngularJS

vulnerability



https://app.recordedfuture.com/portal/intelligence-card/B_tZO/overview?organization=uhash:6JzDIl7rnj
https://app.recordedfuture.com/portal/intelligence-card/PuRqxI/overview?organization=uhash:6JzDIl7rnj
https://app.recordedfuture.com/portal/intelligence-card/DjqpLV/overview?organization=uhash:6JzDIl7rnj
https://app.recordedfuture.com/portal/intelligence-card/DjqpLV/overview?organization=uhash:6JzDIl7rnj
https://app.recordedfuture.com/portal/intelligence-card/Zk4KKi/overview?organization=uhash:6JzDIl7rnj
https://app.recordedfuture.com/portal/intelligence-card/zags3f/overview?organization=uhash:6JzDIl7rnj

