
  CVE ACTIVELY EXPLOITED/ POC PUBLICLY AVAILABLE 

 

Vulnerability 
Affected 
Vendor/ 
Product 

Vulnerability 
Type/ 
Component  

Active 
Exploitati
on (POC 
Available) 

Patch 
Availabl
e 

Used in 
Ransomwa
re 
campaign 

Used by 
state 
actors 

Other 
Notable 
Activity 
Seen/ 

Reporte
d 

CVE-2024-9047 
WordPress 
File Upload 
plugin 

Path Traversal 
vulnerability 

No (yes) Yes Unknown Unknown  

CVE-2024-53677 
Apache 
Struts 2 

Path Traversal 
vulnerability 

Yes (Yes) Yes Unknown Unknown  

CVE-2024-9474 
Palo Alto 
Networks 

OS Command 
Injection 
vulnerability  

Yes (Yes) Yes Unknown Unknown 

Multiple 
backdoor
s exploit 
this CVE. 

CVE-2024-23945 

 
Apache Hive 
and  
Apache 
Spark 
 

Disclose of 
Sensitive 
Information  

No(No) Yes Unknown Unknown  

CVE-2024-45387 

 
Apache 
Traffic 
Control 

SQL Injection 
vulnerability 

Yes (Yes) Yes Unknown Unknown  

CVE-2021-44207 

 
Acclaim 
Systems 
USAHERDS 
 

Use of Hard-
coded 
Credentials  

Yes (No) Yes Unknown 
Yes, 
APT-41( 
China) 

 

CVE-2024-50623            
CVE-2024-55956 

Multiple Cleo 
products 

Unrestricted 
Upload of File 
and  
An Incorrect 
Default 
Permissions 
vulnerability            

Yes (Yes) Yes 

Yes,     
Clop 
Ransomwar
e  
 

Unknown 

Async 
RAT 
Malware 
 

 


