
CVE ACTIVELY EXPLOITED/ POC PUBLICLY AVAILABLE 

 

Vulnerability 
Affected Vendor/ 
Product 

Vulnerability Type/ 
Component  

Active 
Exploitation 
(POC 
Available) 

Patch 
Available 

Used in 
Ransomware 
campaign/Stat
e Actors 
Campaign 

 
CVE-2024-29059  
 

Microsoft .NET 
Framework 

Information disclosure 
vulnerability 

Yes (Yes) Yes Unknown 

 
CVE-2024-45195 
 

Apache OFBiz 
Forced Browsing 
vulnerability 

Yes (Yes) Yes Unknown 

 
CVE-2024-53104 
 

Linux kernel  
An Out-of-bounds Write 
vulnerability  

Yes (No) Yes Unknown 

CVE-2025-23114 
Veeam Updater 
component 

Remote  code Execution No (No) Yes Yes 

CVE-2025-21293 
Active Directory 
Domain Services 
 

An Improper Access 
Control vulnerability 

No (No) Yes Unknown 

 
CVE-2018-19410 
 

Paessler PRTG 
Network Monitor  

 
Missing Authentication 
for Critical Function 
vulnerability 
 

Yes (Yes) Yes Unknown 

 
CVE-2018-9276 
 

Paessler PRTG 
Network Monitor 

 
OS Command Injection 
vulnerability 
 

Yes (Yes) Yes Unknown 

 
CVE-2025-24085  
 

Apple iOS, Mac OS 
A Use After Free 
vulnerability 

Yes (No) Yes Unknown 

 

 


