CVE ACTIVELY EXPLOITED/ POC PUBLICLY AVAILABLE

Active Used in
Vulnerabilit Affected Vendor/ Vulnerability Type/ Exploitatio | Patch Ransomware
y Product Component n (POC Available | campaign/State
Available) Actors Campaign
CVE-2025-0111 An SUthlenticﬁFFtd file Yes (No) Yes Actors Chain
read vulnerability these Three Palo
CVE-2024-9474 Palo Alto Networks Privilege escalation Yes (No) Yes Alto PAN-OS
PAN-OS flaw Vulnerabilities to
o Achieve Root
CVE-2025-0108 ﬁ‘:\f\?e”t'cat'm bYPass | ves (ves) | Yes Access.
Yes (
. . NailaoLocker
CVE-2024-24919 Check Point Security | Path Traygrsal Yes (Yes) | Yes Ransomware &
Gateways vulnerability
Shadowpad-
China)
CVE-2025-23209 | Craft CMS Code injection Yes (No) | Yes Unknown
vulnerability
CVE-2024-53704 SonicOS(Sonic Wall) Authentication bypass |y, (Yes) | Yes Unknown
vulnerability
CVE-2024-13159 | Ivanti Endpoint Critical security Yes (Yes) | Yes Unknown

Manager

vulnerability



https://www.cve.org/CVERecord?id=CVE-2024-53704

