
CVE ACTIVELY EXPLOITED/ POC PUBLICLY AVAILABLE 

 

Vulnerability 
Affected Vendor/ 
Product 

Vulnerability Type/ 
Component  

Active 
Exploitation 
(POC 
Available) 

Patch 
Available 

Used in 
Ransomware 
campaign/State 
Actors Campaign 

CVE-2025-21590 
 

Juniper Junos OS 
Improper isolation or 
compartmentalization 
vulnerability. 

Yes (No) Yes Unknown 

CVE-2025-30066 
 

Third-party GitHub 
Action 

Malicious code 
vulnerability  

Yes (No) Yes 
Unknown (Supply 
chain attacks Risk) 

CVE-2025-24472 
 

Fortinet FortiOS 
and FortiProxy 

Authentication bypass 
vulnerability  

Yes (Yes) Yes 
Yes (Mora_001 
Ransomware) 

CVE-2017-12637 
 

SAP NetWeaver 
Application Server 
(AS) Java 

Directory traversal 
vulnerability  

Yes (No) Yes Unknown 

CVE-2024-48248 
 

NAKIVO Backup 
and Replication  

Absolute Path 
Traversal Vulnerability 

Yes (No) Yes Unknown 

CVE-2025-24813 
Apache Tomcat’s 
partial PUT feature 

An unauthenticated 
remote code 
execution vulnerability 

Yes (Yes) Yes Unknown 

ZDI-CAN-25373 
Microsoft Windows 
operating systems. 

Windows Shell 
Link vulnerability  

 Yes (Yes) No 
Yes( Many state 
sponsored actors) 

CVE-2024-56346 
CVE-2024-56347 

IBM's AIX 
operating system 

An improper access 
control vulnerability 

Yes (No) Yes Unknown 

 
CVE-2024-20439 
 

Cisco's Smart 
Licensing Utility 

Static Credential 
Vulnerability 

Yes (Yes) Yes Unknown 

CVE-2024-20440 
Cisco's Smart 
Licensing Utility 

Information Disclosure 
Vulnerability 

Yes (Yes) Yes Unknown 

CVE-2025-1316 
 

Edimax IC-7100 IP 
camera  

OS command 
injection vulnerability  

Yes (No) Yes Unknown 

CVE-2025-24201 
 

Apple Multiple 
Products WebKit 

Out-of-Bounds Write 
Vulnerability 

Yes (No) Yes Unknown 

 

 

https://www.cve.org/CVERecord?id=CVE-2017-12637
https://www.cve.org/CVERecord?id=CVE-2024-48248

